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Solution SURESOFT

AL EA AFS O 2 HI0|7]| HIEQIA ALY T™ILJL 7Hsst "Auto-Interact(AUTORACT) £2M
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1. Message Modifier

= CIYSHECU 7t S Bl Y= At 2HE0IA DUT(Device Under Test) CHASZ CAN Signal 2t HX6t= 7ls2
DB YO Z £A AHS 7ts (X210 CHE CRC Signal At Al4t)
= Signal 2/ HE E2|H ZUCZ HZ A2 EF, 7|EE MO, APA A4 Random & CHYSt RS 28 £~ AEE NS
= Message Block(Timeout), CRC Signal Error, Alive Count Signal Error & 41 0212 4510 71s2t™ AlR0] 22

—

b2

—_

d)

2 I=NME v SRS AFERIO 7 AR E 891(2023-2024H), AIEFHAIE E'|(2024~), v AT, St=AtSA 2, HL2H

| [=] 0 =
= o~ . o .
ArEFHAIE2E, 7SNt EE 7|SHHASE AEFAMUEEE, VIASE

r
i

=
( Bypass )
HZR 9l CRCAHIAE -
| Signal A1 masemed Signal A: 2
Bypass

Message Data Modification & Injection

\
Bl| [POWER_100ms.Power BAT] == '12' And [POWER_100ms] == "30" And [POWER _100... Edit | W TnggPr Sﬂ'ﬂlﬂg
2 SEEh Message +| 1D Block CRC Error Alive Count Error
Trlgger Condltlon TestMessage01 0x123
° - L o
Signal 2% £ AFSX}L7|EE ™
Signal + Raw(Dec) Raw(Hex) Physical Factor Offset
Signal0l 2 0x2 06 03
Signal02 7 0x7 14 2
[LAMP_200ms.Lamp_Tail] <= "2' Edit | E
L o [LAMP_200ms.Lamp_Brake] = "1’ Edit |R
MOdIflcatlon Empty Trigger Edit | F1
i Ot HO X -
Trigger 22101 &=
gge - I_OH e @7 e Pressed Keyboard: Q, E, W, Escape
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2. Diagnostic Test — TIEFHIAE ALI2|2 HE 7|

» TCHHIAEES flot IHEN EE MHIA =55 N Drag & Drops &8l ZIT AILIZI2E &H BHE
= ZICHOIOIE Ol et ASAM EZ& ODX-D 2M ZE 7Is MIS
= UDS, SAE J1979-3 E&, C-SAC, ASK E2t oliA|, DolP A&

U EE IZHE  / HURHSAL AIZRIO7IAFE 82(2023-20241)

eooo Diagnostics Test Editor

CANT % | + xl'

Wk BB R OHH

Tester Present

ECU Name + Request Id
CAN Bus o =
. ~ e
‘ - o1 Sz Dgres =) ) A Test Sequence % | +
N 4 DiagnosticSessionControl
Request
defaultSession CAN1 @ - Tester Present
programmingSession
extendedDiagnosticSession 1|~
safetySystemDiagnosticSession Request Data Response Data
) Her sellor mme X Quiescent-CurrentDiagnoNd.-M . 2717 6711
e SleepModeStartRequest - 1001 5001
D202 B 5650 11 8
RO s B s “ ECU:ES:; ) dedDiagnosti.. Physical - 003 5003
B arness FaultSession Physical - 1001 5001
E ki Reset
BrenEY Seed Key gt Szgfi: = requestSeed Nagat... Physical - 2771 037F 27
B W B S 21 29 96 45 . [ Read Data By Identifier 1
:; :; :i 5: ‘: ii ?; :; enableRapidPowerShutDown pr—
B w disableRapidPowerShutDown Name . A ressmg Request Data Response Data
:: :: ;[. ;{; ;: 1; fﬁ?? 4 SecurityAccess defaultSession Physical * 10M 5007
1345 80 1 8 e extendedDiagnosti... Physical ~ 1003 5003
I B 75 CA T8 90 55 5t
sendKey Read Data 1 Physical - 22F187 62 F187
requestSeedCGW Read Data 2 Physical - 22F18B 62F1 8B
sendKeyCGW Read Data 3 Physical v 22F1C3 62F1C3
v RXSWIN x  + 4 CommunicationCantral B Write Data By Idenfifier 1
@x9 O enableRxAndTx MName Addressing Request Data Response Data
enableRxAndDisableTx extendedDiagnosti...  Physical ~ 1003 5003
Bl RXSWIN Consistency Check . 5 5
Name Addressing Request Data Response Data dfablemndhablﬂx Write Data 1 Physical v |2EF100 037F 233
R10 AQ1/1/0 disableRxAndTx & Read DTC 1
R139 AO1/1/0
R13H AO1/1/0 < BRI e Name Addressing Request Data Response Data
achebis VBT defaultSession Physical - 1001 5001
RXSWIN Data Analysis | Physical ~ 2FIEF e Am%o 4 ControlDTCSettin
R156 AD1/1/0 9 extendedDiagnosti... Physical 1003 5003 -
R4 ADT/1/0 On -
R64 AD1/1/0
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2. Diagnostic Test — Z 7|k} ZIEE & SAE J1979-3 (ZEVonUDS) X2

* SAE }1979-3 EE0IM MZ OIS £ PIDES 2l ALS % 4 YT RITotD 245 ZEV MM HOIEE 47 24 715 113
= SAE J1699-5 (WIP &EH) EZ0A J1979-3 ZEVonUDSE QI3 HIAE HO|AE ZESI0 HIZA HAE & £+ U= HS
« ZICHEIAE AOIAY [t RS Aot T 2t 2| EES CSV BAOR AHS Mot 715 HIB (1% 28 YE3I0Z 2| ZE M4 Jts)

Scenario Test Editor

— N SAE J1699-5 ZEV % J1979-3 ZILt TestCase
o[ aEgw® Import/Export 715 MIS

4 Supported Diagnostics
4 ReadDTCInformation

Confirmed DTC o
Request xrgg-.._- FICh AlL}R| 1M
4 ClearDiagnosticinformation 4 CmdGroup 1. Determine the OBD protocol to use Ad

All Groups (All DTC's) . - - - E o=
)t M, En FF | Add etermibe.. Q.
Request 26V propulsion group Popup | Determine Protocol, Ignition ON, Engine O i Determike.. RT3 Drag & Drop
4 ReadDataByldentifier Popup | Perform whatever steps are required for th.. Add Perform wh... =
Monitor status

v| SAE J1699-5 Vehicle OBD Il Compliance Test Case 12_ZEV

Freeze DTC Cmd.. | Read Protocol ID Add ||CAN1 ~| |22F810 ~| |62 8 -
Fuel system status

Calculated engine load 4 CmdGroup 2. Clear DTCs (SID § Add

Engine coolant temperature cmd... Add CAM1 «| |[14FFFF33 ~| |54 -
Short term fuel trim (Bank 1) |

Long term fuel trim (Bank 1) \/c est Current... | Add

Short term fuel trim (Bank 2) V4 Add AN ~| (227200 +| le2ra00 -

Long term fuel trim (Bank 2)

e
ciAlO 7=|'l|- | I-E AH A
CSV o=—l B4 E EE x [==X=] Fuel pressure rify PID Support And Data add |[CAN1 | |22F420 - |62F420 -
Intake manifold absclute press
SXFUES HZE ML 7|5 K2 Ergine KoM cmd.” verty P Su F4 4
— pport And Data Add CAN1 =| |22F440 | |62 F440 -
( o XKoo o2 A T10 o 'I o Vehicle speed
Timing advance Cmd... | Verify PID Support And Data Add CAN1 =| (22 F480 ~| |62 F4 80 -
Intake air temperature
MAF air flow rate Cmd_ Verify PID Support And Data Add ||CAN 1 +| |22 F4 A0 ~| |62 F4 20 -
Throttle position
) Commanded secondary air stz Cmd.. | Determine Variable PID Size Add |[CAN1 ~| |22F413 ~| |62F413 -
|G deies verice e i::::uw“w Oxygen sensors present (2 bar _ . ~
[ —— Cmd... | Determine Variable PID Size Add |[CAN1 «| |22F41D v| |62F41D -
Oxygen Sensor 1
Oxygen Sensor 2 cmd...  Get Pid 4F Amay add |[cant1 ~| [22Fa4F  ~| [62Fa4F  ~
Oxygen Sensor 3
Orygen Sensor 4 Cmd...  Get Pid 50 Array add ||CAM1 | |22F450 ~ |62F450 -
Oxygen Sensar 5
Oxygen Sensor 6 4 CmdGroup 4. PSA ON Add
Oxygen Sensor 7 Popup | PSA = TRUE (ON) Add | [psA=TRU. ~
Oxygen Sensor 8
08D standards Popup | Start vehicle and ensure Propulsion System.. | Add Start vehicl. «
Oxygen sensors present (4 bar
Auxiliary input status 4 CmdGroup 5. Clear DTCs (SID $14), PSA On Add
Run time since engine start cmd | Clear Cades add |[cant ~| [1arrrraa  «| [5a <=
H‘I‘vicf?‘n‘ra #ravralad with ML A | v
- < 000 ¥ Conplaree T am 11600 | e
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2. Diagnostic Test - ZITIE4 SEIZIE| 7=
D

= XI0I7] AFE =3, MIAGIOIE 22|, DTC Read/Clear (DTC ZE M I 8fAd)
= ZCtEE BN £3 7|5 7 (Customizable) EHIOI=

e sl TZ2NE

—— =20

v SRS AIERIO 7 A EE 82(2023-2024H)

A B C D E
1 Aol2l 34 3 DTC =2l
2 - . .
] x
3 20231121 23 25808 Diagnostic Util v
BT ] e = < .......................................
Part Number : 954472N800 ‘ | CAN 1 v
H/W Version : 0000G2F2 P195513(2H)
1 AWD :m:ilr:g::zz;wmxmsﬁxm P195721(147H) Re po rt ECU Name + quuggt [ RESDCIHSE [a]
e IVD: 2582010891 AWD 0x5D0 040508 s
ESC 0x5D1 0x05D9
ESC 0x5D1 0x05D%
ECU Info
Diag ID : 5D0 =
nTro (Select All S S
Part Number Part Number : READ ERROR
H Aok X "'l S/W Version : READ ERROR
X-” O-I / | / | = Al‘ S gnse AT S/W Number : READ ERROR
S/W Number IVD : READ ERROR
WD RXSWIN : READ ERROR
RSN Diag ID : 5D1
Read Clear » ECU Info

Part Number : READ ERROR

Sensor Data

Sensor Data o
MO 7| MM HO|E =3 ® Gz

Read

Diag ID : 5D0

» Sensor Data

Battery voltage - READ ERROR

Computed command torque - READ ERROR
Motor PWM duty : READ ERROR

ECU PCB (H-Bridge) temperature : READ ERROR
Max clutch stess : READ ERROR

AWD Warining Lamp_ECU Failure : READ ERROR
AWD Warning Lamp_Motor failure : READ ERROR
AWD Warning Lamp_Clutch Failure : READ ERROR
Motor current 1 : READ ERROR

Actual clutch torque : READ ERROR

Actual clutch nrecsure - READ FRRORAD Information #2 - RFAD FRROR

DTC

DTC (Diagnostic Trouble Code)
DTC Read/ Clear

Diag ID : 5D0
» DTC List
READ ERROR

Diag ID : 5D1
» DTC List
READ ERROR
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3. Scenario Test - Editor

» DAV IHKIE VeSS AMER ZE6HA Scenario 714, Drag & Drop2 2 HME ME 5! CIYol QAL S S KIREA 748
(&7t Command 7H& & X% 7Hs)

= CAN, SOME/IP, DolP &£ DLT &3, MeN0 &

= Python API2I0|EZ{2|E 3t Command 2=

A 22 T2HE v SAL AR EQIINLE! (2024~2025) A2 ZHAIE1E! (2025~)

) ) ==
Scenario Test Editor - o X
Test1 Apply
_' ER X 7S IRE2 AlLIZ|2 114
Ftelmal -‘,lx 7|5 58 ALER AlLIZ|R 14
4 Group v CCS 812 AlS TestCase X% | +
CmdGatewayNetwork...
(o) [ b o = (=] I Rl
E;‘ Xl".ﬂ 7 (=) RelayOnOffGroup CmdName CustomName ltems x TT (L CO| nn |and |_1 =]
CmdsStep 4 CmdGroup CmdGroup Add =
CmdGroup
4 CmdGroy 2ol ®of off Add || Async ¥
n CAN j\l_| .. CmdDbSpecTestMana. P = n Drag & Drop Add
SOME |P £ AN * . ‘ RelayOff RelayOff Add | [0 - D |
™ / DbcMessageRequest n
o - Rx RelayOff RelayOff Add | 1 - elete
n ACFASEAA Send .
DOlP I_I I_I- o T I_I Keer Popup Power FH]| Add | CAN1 = Move
n PA=1HO) 4 DataRegex P CCUZ Input Add |[caNT = L
D LT = |_I DataRegex S o C opy
4 RestApi https://stgk... v| | /web/vi/m.. v | |Authorizati.. ¥ | |{ ¥| |Pos
[ ] 247 AlS 28 L
RestAPI 2= s Restep SEELEL I Paste
& 4 4
o “ Popup 2oy B
» II_-I _ﬂx-” O-I e 41 @i VPush 540 el | Add || Async ~
WritePopu S
A pup DLT1 v| RSC v | <selfjsonjs.. | |W[Wd+ Wl.. v | | <regex>gr
n _'_% PODU p7 o|lE Popup DataRegex  VPush %Al-TID Add _
4
4 Check
CheckShutOffTime e e Add |17 1 7| 220 v | | <selfjsonjs.. ¥ | |W[Remote.. ~¥| | <regex>gr
Check l 3
CheckEnmt DataRegex Precondition - A.. Add DLT1 «| |1 v | |<selfregex... ¥ | | W[ Remote.. ~| | Async v
CheckinitTime
QJ'L ' CheckPhysical DataRegex  Precondition - 23.. | Add | DLT1 v| |0 v | | <iselfregex... ¥ | | W[ Remote.. ~| Async ¥
= o} E:ectsmzl' 4 CmdGroup  ZZH 9| Group Add
ieckCanAlive
;'IEHE T DataReg... SetRemoteCrankin... | Add ||DLT1 v |1 v| | <selfregex.. v | |W[SoaAda.. ~
4 Dela
gelay 4 CmdGro... IGN On And B-CA.. | Add Async ¥
~ 4 s 4 @, @it Add
S 4 G| Tx Add || Async ¥
Python 4 DbSpec
CmdM SignalM... - v| [« - - -
mdMessageSignal Execution - TX Al Add DLT 1 1 <;selfregex... W[ SoaAda.. Async
CO d e CmdMessageDle 7 5
CmdEthMessageMac - =
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3. Scenario Test — Data Extraction
= Command Zf 7|52 &Ml 28 IS 7|52 S LYt A5 AlLi2[2 2d
= Z 71 0|O|Ef Extraction &8 & Validat|on Parameter 882 ¢t € 112|& MEE % Command &3t
- MY IIHE
Timestamp Ecuid Apid Ctid Payload 1 C}QFSF ILOHO| AA|ZFDLT Data =4I
691.9502 CCU2  SYST  1OM [SystemTest.STIOManagerProxyManager] onPwrstatusChanged : accStates false | igni5States false Jign35tate= false

/ /

Scenario Test Editor

AccState

false

Ign1State

false

|

PMState

[ Normal1_

Zha gt o

. 2Al HIOIE

2)
=
<Scenario Test Editor> <Extraction 4d 9l HHA 22 30|
4, He 3 EE TC Script &fd & &~ 2. 28 Yo U FHACE =&

"
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3. AlLI2|2 HICIE] = Ethernet(SOME/IP, DolP)

= SOME/IP B4l ZZEZ X2l (SendRequest, Await Request, ServiceDiscovery ...) 2! fidl, fdepl Ot Oi& 5! A
» DolP E4I ZZEZE X2 3! C-SAC @&, Diagnostic Request and Response

oz

Scenario Test Editor

Scenario Test Editor [ SOME/IP Payload Setting X
i — AILI2I2 OICIE| Command BE €% o
;I‘E‘" 1 E_I = 7| 00020868 00 0 8O G5 08 B0 @8 B0 B9 BE @0 B8 ............ -
Save -
4 Diagnostic SOME IP E}\I = olol'
o L= Tl
CmdDiagRegAndResOnCan
I — ‘ fidl, fdepl It 7|& €8 % Tt
4 Tastapresens , p 2 /1t 8o x Uo
CmdMessageTesterPresent . add | [10000 _
4 pre o : — =
e SOME/IP
Checkptc ® our -
—— d gna , d |[can2 ~]| [n BVPNIB_. ~| [1 ~| [ cydestart ~ -
HistoryDic a Property Property Type Value
MoDte - 4 datalist ACNSignall] 1 -
ReadDtc A 4 [0 ACNSignal
4 Eculnfo 4 gTrigoie Ik 28 i ||DLT1 ~ ep ~| | 120000 - signalttem ACNSignal_tolP -
ReadParthumber signalvalue Uint32 TCU_GEARSLCTDIS 3
feadensorbats L= ENG_ENGCLNTTEMPVAL
ReadSoftwarsUnitersion — — - 7 Sl
—— HEV_ENGCLNTTEMPVAL
ReadRxswin 5000 = ERROR ENG_ENGSP{ AL -
ReadSoftwareUnithNumber VCU_EVDRVRDYSTA
4 o@ Ad -
CmdCheckOtaMessage = e -
4 Dpolp C-SAC Configuration X
CmdvehicleldentificationReqan & E D J,P E *I
CmdReadbirectaryFile ConflectSacket Conn et 0 | €D ke
cmdDiagRegAndResOnEthernet C-SAC License File |.¢s_4[||x, CCU2 B 2 7E¥c-sacaskiconfig 000054 En:‘ -
CmdRoutingActivationReqAndR... cmdRoutingActva_ | Ci ﬂ gft‘ ‘R g "gae B, | [1000 g
cmaoutingActiva... | Cmd
cmdReadrile E‘q Ue 1 epo n C-SAC acrl File  |%HNMCOB0044013500000001 (241016-05-000954).acrl | | Im
B cmdgoutingActiva... CmdRouting4 2 A S ORDy -] 100 SHA256 v
2 cmdoutingActiva... CmdRouting b 5
eeanee Command 23 ’ C-SAC Ax
Rl cbizgRegandR Authentication Co | add | 17| | ~| [0x0eBl ~| 0050 o [ENE - =20
4 Somelp — 3 cancel
ConsumedServiceDiscovery = =

12
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3. Scenario Test — Tx Controller

= CIE ASAICHYSE 7|0 2l AAH 7Hd 9| alAt et 28 Its

= CANDBC I 5! Message, Signal =5 22l 8! Signal Raw, Physical 2f Xt=s H3
* CRC Signal Ats A4 2! AliveCount Signal 22|

= Ul E E%H25 MO 2 Scenario Test £ £t RSSO

M &t Ol . Al | A A A = S A
Y MY EE Signal &A|Zt HE K0 & Event 54 8% Cycle 7|4z &4
==
Tx Controller - o %
M = O =
Chn = seardn %
Type MName D =~ Data Evpnt | Cycle(ms) |Periodic
4 Chn: CAN 2 =
CAN FD 00 00 00 00 00 00 00 FF Send 00 [ @
CAN FD 00 00 00 00 00 00 00 00 send 600 [ @
CAN FD FF FF 00 00 00 00 00 00 FF FF FFFF... | Send 200 (@
CAN FD 00 00 00 00 00 00 00 00 send 600 [ @
B CAN FD 00 00 00 00 00 00 00 00 send 600 [ e
Signal Raw\alue.. | Rawvalue(... | PhysicalV... | Initialv... | Factor | Offset | Invalid
0 0x0 ) 0 2 8
10 OxA 67 0 1 57
0 0x0 -10 0 1 -10
255 OXFF 327 0 1 72
; 0 0x0 8 0 2 8
0 0x0 57 0 1 57
b
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4. CAN DB Specification Test
= HEQZ DB(DBCIIY &) IZEZ AIYS £406t=A| A MO 7|E O 2 At HIt
» AEXP7HEVE L CAN MessageE MEHSHH HIAEHO|A M1 WIS XSO 2 8
= CEEXO7| Ciate 2 41 27| Z0(DLC), Al A (Min), Z|CH(Max) HRIZ Hat SESH=X| H 2 A Bt 7ts
LHEE TZHE v SHRISAH RN 7AIEE 82(2023-20241H)
Signal [ Signal A=2 ] Max 10
Min' MaX ] DB Spec Test Editor = - o x
= [ SignalB=11 ] Max 10 oant x|+ oy
HEv
= J Select Test Messge
Message
X7| H=E
T Oo




H/W (Specification) SURESOFT

| Ml 2t
28 M AFe
0S = Windows 10 64bit 0|4}
2 2tF = Microsoft .NET 6.0
ALE 2t INEZR[G = o0

* VVector VN A2 CAN/FD, Ethernet &X|

XIg H/W
2 H/ + PEAK-System CAN/FD &l
| SIEQIO A ALY
au CPU RAM HDD
o0of Xt
= (B‘C:’) St Intel Core i7 3GHz Ol<} 32GB 0l 10GB 0|+




sSURES0O-T
Intelligence for Safe World

Thank You

© 2026. Suresofttech Inc. All rights reserved.



