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la | Requirements-based fest®

b |Fault injection test®
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1b |Faultinjection testa + + + 4
a  In the context of software testing, fault injection test means to introduce faults into the software by means of e.g.
corrupting calibration parameters.
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Fault Injection Scenario Settings

Set up a fault injection scenario by adding/editing prior conditions and faults.
[Add Preprocess] is enabled with HILS interlinked status.

Test name |iTC - SWProjecct_Reset - 0002

Test description

= A3 AIZE = H22 = Blocking Execution
P, VBN = Deadlock / Livelock Pk ek ek i
= 2 HO| = Task = Incorrect Execution Time o

* Function = Corruption of Contents b

= Alarm = Stack Overflow / Underflow

* Resource = User Defined Fault

Back Next > Cancel

| HIAE XI=3}

N
or
rQ
rx
kO
44
>
oot

HIAE A O|A S8 HIAE #0|A XI5 2 HIAE Bt 21N



sSUReES0OrFT

Features

Task, Function &8 =&

Task, Function

Alarmdi| 2

Alarm

0|&3t= Task

=
=

Resource?l| EE X%610{ Resource

Resource

Deadlock

2

Task, Function &

Task, Function

Alarmdi| 2

Alarm

AlSH=0| Taskl| Stack Zonel| Fill Pattern HHZ&

Stack Fill Pattern

Stackoverflow

4

Kl
K
o

.
<
NT

Al3H=01 Task?| StackPoint

Stack Pointer

H
<0
<
Il

L=

ZF
HA

H 22|

SOIE[X| B2 SH2 HZ2Z 2F

4
Kk
ol
ol

H =22

INE=EIN SIS

User Define

6




Features SURESOFT

YHICIE SW Al

o S XX+ =
= QAHICIE SW7FCHA SHEUA AT EL FAIES SE5H=X] =0l
AN 0] ol S A | (=] b | =1
| Chpol fddls - LR 22| 2L|E
—t O FH A AT e m o mmmmmmmmmmmmm—— e
+ 22 s [hS w4 A S :
1
. o —_ TASK_B TASK_C TASK_D 1
QA 7|8 AS0 B Input Al=o| 4 48V|s |
TASK_F TASK_G TASK_H 1
—-—- 1
:-----------xj-g.l--j-fr_-t;l-g};; ------ ﬁ Sg Variable value @ List
i s = sl Asw i 1| DdVmec_taFmt | 100 Variabl
g T ' . Func1 Func.2 ! 2| DdVmc_tgRear 5 DdVme_tgFrnt
Ll w E |[e! Func.3  Func4 | | |3| DdMot_taFrnt 1 DdVmc_tgRear
1 H i 1
L I e - ] LMot taFrmt
[ 4 ‘ MOD'Z%}];%ngDWﬂ 40 ‘ MoDiag_fUnstDirGearposD\
FIT &=3101 243 M f 48 '
. "ﬁﬁ”’:::F?;;j7.. ¥ .
TASK_A TASK B TASK_C TASK_D TASK_E TASK_F

I —

n 48
04 &N

JTAG XCP

sEcuiEscHoLL

EERES 'HNEHH




Features SURESOFT

YHICI=E SW Al
. SADIARE HAEHOIAS (YO AlE 43 S 7
* XCP & 015104 24t Tl KI2 715

FIT-TC M AUMICIE SW AIE 43 UHICIE Al Zat 24

My
1M
[
s
=
T
1
o
El

[Ale XtS2t TC 22 ] [RHICIE SW ABAIE XIS3t] [AlE 22t EE]
HO7] ASW 24 = QLA 7|HH9| FIT-TC Import XCPE &3t IO:!/%E':‘ ZrOLIE2IS Edf
ALIZ|2 S HIAEAHO|A A OA/%E%I AE=ES Z27F K| o 20|

FITS 0l83t X153t 218

,,,,,,,,,

VCUKIONZ] ASW .. #5499 ’

VCuU
N ’ *
Bm
Dd
' ' DL
o
1 223y
input input input expected output . — - - -
] 2Ty =] HERRES =7
time  |ABS_ON_OFF_SWWHEEL_SPEED_F{VEHICLE_SPEED_{BRAKE_LOCKINGBRAKE_LOCKIN!
o 1 85535 3 o 0 Range FIT_VarDemo_VehicleGea... Value=2 0 e
0148 1 65535 3 0 0
0296 0 0 2 0 0
0444 0 1 0 0 0 ZEEH OAND  QOR AT B7| A7k 5000 ms
0592 0 1 0 [ 0
o4 1 2 essss[ o -
1 : | — — 7IcH &3 2t Hlw 28
1.026 0 4 4 [} 0
1184 0 4 4 [ [
1332 0 3 65535 0 0
1.48] 1 0 ) 0 0
1.776 1 1 0 0 1




Features

sSUReES0OrFT

EH

A3 AA

EiA3 *91I

n 7E=|'C'>'|' X Ol

o] |:|,

S8 SH ZLIEE

2 MEH 1T 22
5 /270 AR BLIE

illls Task Menitoring 52

+4% Variable Monitoring

<[>

Event Time

- . e =

Fault detection judgment conditions

Method Target Detection judgment condition II Add ' o el
Walue Address:0x00002540 Walue:11 Edit

Range Address:0x00002580 Range: 10~15

Bit Address:0x00002670 Bit value check Delete

(5000 | s

Join Conditions: OAN[l @OR  Time allowed:

Detection Condition

Fault recovery judgment conditions

Method Target Recovery judgment condition LELEEEERELEEE] 2
Walug Address:0x00002580  Walue:S cdit
Reset Reset
Delete
Join Conditions: (AN @ CR  Time allowed:

Recovery Condition

B Add the detecting method of fault. [m] b3

Add the detecting method of fault
Please click the button [OK].

Detection method: Bit value check <]
alue

Address(hex); 3
Bit value check
Size(Byte): |4
Type: | 3bit v
7 6 5 4 3 2 0

0K Cancel
B Add the recovery method of fault ] X
Add the recovery method of fault
Please click the button [OK]
Method to check the recovery: [Reset ~

Value
Range
Whether the reset has been of8it value check

oK Cancel

=
n I:HO|
aoT

" HIE X2

— o
ZF
" Bk
(@]
- tg-rl

= HE 3t
= Al

M=

12



Features

sSUReES0OrFT

i

3

i),

e
» ZFCHA
. ot

£ A MO SEH ZBLIE™

d&5 /=1L
Al Eﬂfl:::; Eal EE[1 al :*: ,‘<1 :121

IS AIE ELIEZ

J/BESIJNE HY| EE

lls Task Monitoring [H‘ Variable Monitoring &%

S 27| ZE

® [~

AuwwES

=}

g

NE HY| B

Enter a name to search

il Tesk Monitoring |+ Variable Monitoring £

=5~

M wE S

Event time: | [Fault] FIT_frontCarDistance(1) : 3060ms

v D|sp\aytyp9|Physw’m\ V‘ Tlmetmk'|20ms V‘

[ select All

[ FIT_asw100msTask I Asis 1 400
FIT speedValue [T Axis 2 e
FIT_frontCarDistan: [ Axis 1 30
FIT_throttleValveviz [ Axis 1 0
FIT_time [ Ais 3 20
150
100
50
@
-50

Axis 1

<

[ms]

2430 2560 2648 2710 2300 3&3 2060 3040 3120 3200 3280 3360 3
*

*
.

)

1gg | 3000000
7666660
6062000
o | 5006000

1000000
42| sp00000
0 | 2000000

1000008
° e

Axis 2 Axis 3

Py
.
=
-
=
=
-
=
=
-
=
=
-
=
=
-
=
=
-
=
=
-
=
=
-
)

EEEEEEEEEEEEEEEEEEEEEEE(EEE s

Enter a name to search Event time: | [Fault] FIT_frontCarDistance(1) - 3060ms. ~| Display type Time tick:
A
[ select Al
[ FIT_aswi00msTask (M| Axis 1 108
IT_speedvalue [0 Axis 2
7_frontCarDistan: (] Axis 1 g
IT_throttlevalvev: (] Axis 1 60
[ FT_time [ ] Axis 3 4""":
40 n
u
n
20 -
n
o n
n
P I T e e LI AL A S B B B e e e
2486 2566 2640 2726 2866 2350 2066 3646 3120 3206 3230 3360 3485 3520 3500 3630
[ms] .
o)
660 -
.
500 o
n
408 .
u
n
300 ,‘v\ - :
.* =
200 ** I »
R "
160 W =
. u
n
@ - 0
A 1 a -
2480 2560 2640 2720 42800 2880 2960 3040 3120 3200 3280 3360 34M9 3520 3600 3680
<1 "
[ms . .
w v
<o | . | :
] . >
w
"
.
u
"
.
u
"

13



Features

sSUReES0OrFT

HIAE Zul H1AN XIS

'\ Overview Report

ﬂ Raw Data

o Graph

Test Report

Date: 2020-05-27

Project Name SFI-EnginelT=4

Test Subject SFI-EnginelT=4 - 0001
Report Type Senario

Scenaric Name SFI-Engine/T#4 - 0001
Scenario Description

Condition of fault

P Elapsed Time (5,000ms)
injection

Test subject Task ASW_FG1_100ms

Time for test execution|2020-05-27 11:12:48 ~ 2020-05-27 11:12:58

Fault injection time
5,186(ms)
(based on test start)
ECU Reset Time 5 412(me)
(Start time basis) ATEms)
Detected the fault? -
Recovered the fault?  |Pas:
SW reset performed within 226ms after injection of fault
Remark

[Injected Fauk]

1. Fault: Task Termination - Manipulating Program Counter

Treatment
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27
27

11:12:49358
11:12:49373
11:12:49388
11:12:49 403
11:12:49423
11:12:49.438
11:12:49453
11:12:49.473
11:12:49483
11:12:49503
11:12:49523
11:12:49.533
11:12:49553
11:12:49563
11:12:49.581
11:12:49593
11:12:49611
11:12:49623
11:12:49 643
11:12:49.636
111249671
11:12:49683
11:12:49703
11:12:49718
11:12:49763
11:12:49783
11:12:49 802
11:12:49.813
11:12:49833
11:12:49.348
11:12:49.883
11:12:49 901
11:12:49913
11:12:49928
11:12:49943
11:12:49958
11:12:49973
11:12:49993
11:12:50 003
11:12:50.023

measuringTime
(micro sec)
1187559
1202545
1217560
1232545
1252513
1267560
1282650
1302513
1312545
1332513
1352513
1362345
1382513
1392545
1410015
1422545
1440015
1452545
1472513
1485012
1500015
1512545
1532545
1547560
1592545
1612545
1631273
1642345
1662545
1677359
1712545
1730015
1742545
1757559
1772545
1787560
1802545
1822513
1832545
1852513

FIT_cntCheck

FIT_10ms_checkCnt

m
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HIo171
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oS - Windows XP 0|4
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E7 29 8
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o N - JTAG Debugger (Trace32, CodeViser, Atmel-ICE..)
2IE{TH Ol A - XCP

CPU RAM HDD
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