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Framework for Trustworthy Al

Trustworthy Al

Lawful Al Ethical Al Robust Al

not dealt with in this
document

Foundations of
Trustworthy Al

* Respect for human autonomy
* Prevention of harm

P 4 Ethical Principles »

* Fairness

Acknowledge and address R
* Explicability

tensions between them

A g

Adhere to ethical principles
based on fundamental rights

* Human agency & Oversight
Technical robustness &

Realisation of
Trusworthy Al

P 7 Key Requirements »

Implement the key Evaluate and address these Séffety
requirements continuously throughout the * Privacy & Data governance
Al system's life cycle via * Transparency
» Diversity, non-discrimination
‘ ‘ & Fairness
) Non- + Societal &
Technical Teehies Environmental wellbeing
Methods Methods - Accountability
Trustworthy Al

Assessment of
Trustworthy Al Assessment List

Tailor this to the specific
Al application

Operationalise the key
requirements

Figure 1: The Guidelines as a framework for Trustworthy Al
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- Fundamental rights
- Human agency
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- [EU Al Act] Art14, Art.27 , Art 50
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- ISO/IEC TR 29119-111 6.1.11,6.2, 8.4,9.2, A5.3

- [ISO/IEC TS 42119-2] p.6
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- Privacy and data protection
- Quality and integrity of data
- Access to data
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- [EU Al Act] Art.10
- [GDPR]
- [ISO/IEC TR 29119-11161.3, 7.5, 7.6

- [ISO/IEC 5259] Part 2 6, Part 3 6, Part 4 8

- [EU Al Act] Art12, Art.13, Art.18, Art 50
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- Society and Democracy

- [ISO/IEC TR29119-1115.3,5.4
- [ISO PAS 8800] Annex G.7.2~3

- Auditability

- Minimisation and reporting of negative impacts
- Trade-offs

- Redress
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- [EU Al Act] Art.9, Art.11, Art.18, Art.43, Art.47, Art.48, Art.72

- [ISO/IEC 25059] Annex B
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VERIFAI-M Is All You Need

Beyond Al Performance, We verify trustworthiness
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Image Object Tabular Tabular Text E2E Driving
Classification Detection 2D Classification Regression Generation
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A Projects / Datasets
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Dataset Mame Dataset Type Data Siz . . EE" = AT E"OlE_I =}
t Original 2563 M8 I8 =2 o [=X=]
2 Augmented - PGD 87.08 MB
5 Augmented - FGSM 77.58 MB B o g s fa * PGD
Brightness 1 Augmented - Image Brightness 116.70 MB . il y
L]
Brightness 2 Augmented - Image Brightness 121.65 M2 e FGSM
Brightness 3 Augmented - Image Brightness 118.14 MB -
= —— : * Neuron Coverage
=i Original
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Brightness: 0.31. - EE = B | EllolE'I [=X=]
Brightness: 0.5

* Image Brightness  * Image Motion Blur
* Image Contrast * Image Gaussian Blur
* Image Saturation * Image Gaussian Noise

* Image JPEG
Compression

* Image Pixelate
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Performance Trend
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* Hendrycks & Dietterich, Benchmarking Neural Network Robustness to Common Corruptions and Perturbations
» Taori et al., Measuring Robustness to Natural Distribution Shifts in Image Classification
* N Carlini et al., Audio adversarial examples: Targeted attacks on speech-to-text

* GR Mode et al., Adversarial examples in deep learning for multivariate time series regression
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Specification SURESOFT
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* Image Classification, Object Detection 2D, Segmentation 2D,
PN Tabular Regression, Tabular Classification, Text Generation,
E2E Driving
SO * Windows 10 014 (64bit X|2)
=° * Linux (Debian, RPM A
i 2tg

AEESCE () PyTorch Keras IF TensorFlow
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CPU

8 core 3GHz Ol& 30 TFLOPS Ol& 32 GB Ol 40 GB 0l+f

15



sSURES0OrFT
Intelligence for Safe World

Thank You

© 2026. SuresofttechInc. All rights reserved.



